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2022 Mandatory Training
WORKPLACE HARASSMENT

ACUTIVE SHOOTER

CYBER SECURITY
BENEFIT REMINDERS

Ulster County is committed to providing a safe workplace for all
employees. This mandatory training serves as a reminder of the policies
and procedures that are put in place to ensure the safety and security of
you and your coworkers.

Staying safe at work requires all of us to keep our eyes open and to be
aware of our environment. If you notice something that doesn’t belong or
something that just appears to be off, say something,.

Remember, retaliation is illegal, don’t allow your fear of retaliation to
keep you from reporting any incidents whether it is compliance,
harassment, or violence. Speaking up will make the workplace better
for everyone.

Ulster County Website: www.ulstercountyny.gov
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ULSTER COUNTY WORKPLACE VIOLENCE PREVENTION POLICY

The Public Employer Workplace Violence Prevention Act as set forth in Section 27-b of the New York Labor Law and Code Rule 800.6
{12 NYCRR § 800.4} requires public employers to develop and implement programs to prevent and minimize workplace violence.
Ulster County is committed io providing a safe workplace for all employees. To ensure a safe workplace and o reduce the risk of
violence, all employees should review and understand all provisions of this workplace violence prevention policy.

Prohibited Conduct

Ulster County does not tolerate any type of workplace violence committed by or against employees. Employees and non-
empioyees are prohibited from making threats or engaging in violent activities. This list of behaviors, while not inclusive, provides
examples of conduct that is prohibited.

»  Causing physical injury to another person;

»  Making threatening remarks;

*  Aggressive or hostile behavior that creates a reasonable fear of injury to another person or subjects another individual fo
emotional disiress;

= [Infentionally damaging employer property or property of another employee:;

= Commitiing acts motivatied by. or related to, workplace harassment or domestic violence.

Employment Situations at Higher Risk of Violence

While workplace violence can occur in any workplace setting, some employment situations pose a greater risk than others,
including:
*  Duties that involve the exchange of meoney;
Delivery of passengers, goods or services;
Duties that involve mobile work assignments;
Working with unstable or volatile persons in heaith care, social service, or criminal justice settings;
Working alone or in small numbers;
Working late af night or during early moming hours;
Working in high crime arecs;
Buties that inveolve guarding valuable property or possessions; of
Working in community-based settings.

Reporting Procedures

Any potentially dangerous situations must be reported immediately to o supervisor, department head, security officer or the
Personnel Department. Reporis can be made anonymously and all reported incidents will be investigated. Reports or incidents
warranting confidentiality will be handled appropriately and information will be disclosed fo others only on a need-to-know basis.
All parties involved in a situation will be counseled and the results of investigations will be discussed with them. Ulster County will
actlively intervene at any indication of a possibly hostile or violent situation.

Risk Reduction Measures

Hiring: Individual hiring agencies will take reascnable measures to review candidates' backgrounds to reduce the risk of hiring
individuals with a history of violent behavior.

Safety: The Uister County Sheriff's Department, along with an employee representative designated by each of the County's
bargaining units, will conduct regular inspections of the worksites to evaluate and determine any vulnerabilities to workpicace
violence or hazards. Corrective action will be taken to reduce ali risks.
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Training and Information: This policy statement will be distributed to all existing employees, will be included in new employee
orientation, and will be publicized in internal employee publications. Training on the requirements of the NYS Workplace Violence
Prevention Law, risk factors and prevention measures will take place at the time of job assignment and annudlly, thereafter.

Individual Situations: While Uister County dees not expect employees to be skilled at identifying potentially dangerous persons,
employees are expected o exercise good judgment and tc inform their supervisor, department head, security officer or the
Personnel Department if any employee or non-employee exhibits behavior which could be a sign of a potentially dangerous
situation. Such behavior includes:

Displaying overt signs of exireme stress, resentrent, hostility, or anger;
Making threatening remarks;

Sudden or significant deterioration of performance; or

Dispiaying irationatl or inappropriate behavior.

Employees at Risk: The Personnel Department, along with an employee represeniative designated by each of the County's
bargaining units, will identify and maintain a list of employees who have been determined to be at risk for becoming victims of
violence because they are subject to harassment, violence, or threats from a non-employee. The Personnel Department, in
collaboration with the Sheriff's Department and an employee representative designated by each of the County’s bargaining units,
will design a plan with at-isk employees to prepare for any possible emergency situations.

Dangerous/Emergency Situations

Employees who confront or encounter an armed or dangerous person should not attempt to challenge or disarm the individual.
Employees should remain calm, make constant eye contact and talk to the individual. If a supervisor can e safely nofified of the
need for assistance without endangering the safety of the employee or others, such notice should be given. Otherwise, cooperate
and follow the instructions given. )

Enforcement

Threats, threatening conduct, or any other acts of aggression or violence in the workplace will nof be tolerated. Any employee
determined fo have commifted such acts will be subject to disciplinary action pursuant o his or her respective collective bargaining
agreement. Non-employees engaged in violent acts on the employer's premises will be reported to the proper authorities and fully
prosecuted.

How to Obtain Post Incident Crisis Counseling

Uister County Sheriff's Office Critical Incident Stress Management {CISM} Is available upon request fo assist any Ulster County
employee experiencing stress as a resull of their exposure 1o a threat or other iraumatic workplace incident. The primary objective

of the CISM team is to help ensure employee wellness. The team may be accessed by contacting the Sheriff's Office at {845) 340-
3640.

Employee Assistance Program (EAP) is also available to Ulster County employees as a part of the Ulster County benefit package.
EAP is a free, confidential service offering short-term assistance in dealing with problems that may become a part of many of our
lives at one time or another such as: job pressures, stress, anxiety, grief, relationship/marital problems, depression, parenting issues
and substance abuse. EAP may be accessed by calling (845) 338-5600.

Uister County Crine Victims Assistance Program is specifically designed for recognizing the special needs. concerns and problems
associated with being a victim of crime. Any Ulster resident who has been the innccent victim of a crime {paost or present) can seek
services. Assistance is available whether or not you choose to report the crime to the police. The program offers a 24 hour
confidential crisis hotline for victims of sexual assault and domestic violence. Hotline # {845) 340-3442. Crime Victims is located at 1
Pearl Street, Kingston and the phone number is (845) 340-3443.

Plan Development and Review

This policy statement was developed by the Personnel Department in collaboration with an employee representative desighated by
each of the County’s bargaining units. The plan will be reviewed by the parties at least annually, or immediately following the
occurrence of a workplace violence incident and, if necessary. updated within a reasonable period of time after such review is
completed.

ULSTER COUNTY IS AN EQUAL OPPORTUNITY EMPLOYER
Ulster County Website: ulstercountyny.gov
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ULSTER COUNTY DISCRIMINATORY HARASSMENT PREVENTION POLICY
AND COMPLAINT PROCEDURE
Revised January 2019

I. POLICY STATEMENT

It is the policy of Ulster County o provide and maintain a safe work environment which is free from
all unlawful discrimination based on sex (with or without sexual conduct, and including gender
identity, gender expression or fransgender status), race; color, religion, national origin, age, disabillity,
genetic information or predisposing genetic characteristic, marifal status, familial status, military
status, domestic violence victim status, and any other class protecied by law. Harassment based on
these protected characteristics (collectively referred to as “discriminatory harassment”) is a form of
unlawful discrimination and is prohibited in each and every work environment and situation which
directly impacts the work environment,

Sexual harassment is covered separately under Ulster County’s Sexual Harassment Prevention Policy.
Refer to the Ulster County Sexual Harassment Prevention Policy, avdilable on Ulster County's Intfranet
and Website {ulstercountyny.gov). This Discriminaiory Harassment Prevention Policy and Complaint
Procedure (the "Policy”) can also be accessed and is available on County's Intranet and Website
{ulstercountyny.gov).

Uister County will take appropriate steps to prevent and correct unlawful discriminatory harassment
and discrimination as defined by federal, state and local law (if applicable.) This includes federal
laws such as Title VIl of the Civil Rights Act, the Age Discrimination in Employment Act, the Americans
with Disabilities Act and the Genetic Information Non-Discrimination Act, as well as the New York
State Human Rights Law.,

Ulster County considers discrimination, discriminatory harassment and other conduct prohibited by
this Policy fo be a form of employee misconduct. Ulster County considers this type of misconduct o
be a serious offense which will not be folerated. Allegations of discrimination and discriminatory
harassment will be investigated thoroughly and if substantiated, will be met with appropriate
corrective and/or disciplinary action commensurate with the seriousness of the offense(s), and in
accordance with the parameters of applicable collective bargaining agreements and/or state law.

Retaliafion against any individual making a discrimination or harassment complaint or assisting in the
investigation of such a complaint is forbicden. Retaliation is a serious violation of this Policy which
may result in disciplinary action.

. SCOPE

Ulster County Website: www.ulstercountyny.gov




A. Who is covered by this Policy? This policy applies to all applicants, employees, inferns (paid or
unpaid), volunteers, contractors, and other non-employees conducting business with the
Ulster County.

B. What does this Policy prohibit? This Policy prohibits discriminatory harassment, discrimination
and retaliation whether engaged in by fellow employeeas, by a supervisor or manager or by
someone not directly connected to the Ulster County (e.g.. an outside vendor, consuliant,
other non-employee or citizen).

C. Where can discrimination or discriminatory harassment occur? Conduct prohibited by this
Policy is unacceptable in the workplace and in any work-related setting outside the
workplace, such as during business trips, business meetings, and business-related social
events.

D. All information gathered during an investigation of a complaint will be handied in a
confidential manner, to the extent possible.

E. This Policy does not preciude the filing of discrimination, discriminafory harassment or
retaliation complaints with the New York State Division of Human Righits (DHR), the Federal
Equal Employment Qpporfunity Commission (EEOC]). or the pursuing of any other remedies as
permitted by law.

Iil. DEFINITIONS OF PROHIBITED CONDUCT

A. Discrimination

Discrimination on the basis of any profected characteristic is prohibited. Discrimination includes any
adverse employment action {termination, failure to hire, demoftion, failure to promofte, etc.) taken
on the basis of sex {with or without sexual conduct, and including gender identity, gender expression
or transgendet status), race, color, religion, national origin, age. disabillity, genetic information or
predisposing genetic characteristic, marital status, familial status, military status, domestic violence
victim status, and any other class protected by law.

B. Discriminatory Harassment

Harassment on the basis of any protected characteristic is prohibited. Under this Policy, prohibited
discriminatory harassment is verbal or physical conduct that is offensive to or shows hostility or
aversion foward an individual because of a profected class or characterisiic, and that: (i) has the
purpose or effect of creating an intimidating, hostile or offensive work environment; (i) has the
purpose or effect of unreasonably interfering with an individual’'s work performance:; or {ill} otherwise
adversely affects an individual's employment opportunifies.

NOTE: Sexual harassment, including harassment on the basis of sex (inciuding gender identity or
fransgender status) and sexual otlentation is covered separately under the Ulster County Sexual
Harassment Prevention Policy.

Harassing conduct includes, but is nof limited to: epithets, slurs or negative sfereotyping;
threatening, intimidating or hostile acts; denigrating jokes and display or circulation in the workplace
{including through e-mail) of written or graphic material that denigrates or shows hostility or aversion
toward an individual or group, based on an individual’s protected class.

C. Retaliation

Retaliation against any individual for making a discriminatory or any harassment complaint or
assisting in the investigation of such a complaint is prohibited by law and under this Policy. Unlawiul
refdliation can be any adverse employment action, including being discharged, disciplined,
discriminated against, or any action that would keep or discourage anyone covered by this Policy




from coming forward to make or support o claim of discriminafion or discriminatory harassment.
Adverse action need not be job-related or occur in the workplace 1o constitute uniawful retaliation.

Any employee, infern, volunteer, and non-employee who believes they have been subjected fo
retaliation should report this conduct in accordance with the same reporting procedures as are
outlined below. These complainis of retaliation will be investigated in accordance with the same
procedures utilized and described below. Individuals also may file complaints of retaliation with the
federal or state enforcement agencies (EEOC or New York State Division of Human Rights.)

Any individual found fo have engaged in retdliation as defined in this Policy may be subject to
disciplinary action up o and including termination, and/or other corrective or remedial action as
necessary and permitted by an applicable collective bargaining agreement or state law,

IV. REPORTING PROCEDURES AND RESPONSIBILITIES
A. Reporting Procedures

Preventing harassment Is everyone's responsibility. If an employee, infern, volunteer, or non-
employee who witnesses or is subjected to a situation which he/she believes constitutes
discriminatory harassment in violation of this Policy, Ulster County recommends that the person
confront the harasser directly and advise the harasser that his/her behavior is not welcomed and will
not be tolerated.

If an employee, intern, volunteer or non-employee who withesses or is subjected to a situation which
he/she believes constitutes discrimination or discriminatory harassmeni, he/she should file a
complaint with the Personnel Office as set forth below. Anyone who withesses or becomes aware of
potential instances of discrimination or harassment should also report such behavior fo the Personnel
Office.

o Personnel Office: Personnel Officer
o In the event that the Personnel Officer is the subject of the complaint, complaints are
to be made to a Deputy County Execulive,

Although encouraged, note that neither this Policy nor state or federal law requires thal an
indlividual tell an alleged harasser to stop his/her actions. Failure to do so does not preclude the
individual from filing a complaint of discriminatory harassment. individuals should feel free to keep
written records of any actions which may constitute harassment, including time, date, location,
names of others involved, withesses (if any), and who said or did what fo whom.

Complaints may be made verbdlly or in writing. If made verbally, the complaint must be reduced to
writing by the individual o whom it was reported. The written report must be given to the Personnel
Officer. A form for submission of a written complaint is attached to this Policy, and all employees,
interns, volunteers, and non-employees conducting business in the workplace are encouraged to
use this complaint form. Individuals who are reporfing discrimination or harassment on behalf of
other employees, interns, volunteers or non-employees should use the complaint form and note that
it is submitted on another person's behailf.

B. Employee Responsibilities
All employees, interns and volunteers are responsibie for refraining from discrimination, discriminatory
harassment or retaliation in the workplace. Anyone who withesses discrimination, discriminatory
harassment or retaliation may noflify the person responsible that their behavior is inappropriate, and
in any and all events, should notify the Personnel Officer.

C. Supervisory Responsibilities

All managerial and supervisory personnel of the Ulster County shall be responsible for enforcing this
Policy and shall have particular responsibility for ensuring that the work environment under their




supervision 5 free from discrimination, discriminatory harassment, and retaliation.  Failure of
manager of supervisor to comply with this responsibility may result in disciplinary action,

All managerial and supervisory personnel who recelve complaints of, obsetve directly, or otherwise
become aware of or suspect that discrimination, discriminatory harassment or retaliction is
occurring, will be responsible for immediately forwarding such complaints, in wiiting, to the
Personnel Officer.

Supervisors and managers will be subject to discipline (or other remedial or appropriate action) for
failing to report suspecied discriminatory harassment or oftherwise knowingly dllowing the
harassment to continue. Supervisors and managers will also be subjected to discipline {or other
remedial or appropriate action} If found to have engaged in discrimination, discriminatory
harassment, or retalialion.

D. Employer Responsibilities

Ulster County will conduct periodic mandatory training on the issues surrounding discrimination,
discriminatory harassment, its effects and ifs appearances, and the role and responsibility of
employees and managerial/supervisory personnel in preventing incidents of discrimination and
harassment.

Ulster County will also distribute this Policy to all employees, interns and volunfeers, and ensure that it
is distributed fo new employees as they are hired.

V. INVESTIGATION AND RESPONSE PROCEDURES

Discrimination and discriminatory harassment complaints will be investigated. The Personnet Officer
and/or their designee(siwill conduct a prompt and thorough investigation commencing
immediately and completed as soon as possible. The invesfigation wit be confidential o the
greatest extent possible.

Any employee, volunteer, intern or non-employee may be required to cooperate as needed in an
investigation of suspected discriminatory harassment. As further set forth herein, Ulster County will not
tolerate retfaliation against those who file compldints, support another's complaint, or participate in
the investigation of a complaint.

The nature and exfent of an investigation may vary on a case by case basis dependent upon the
circumstances and extent of the allegations. Generally, investigations shouid be conducted in
accordance with the following steps:

s Upon receipt of complaint, the Personnel Officer or their designee will conduct an immediate
review of the allegations, and fake interim actions, as appropriate. If the compiaint is oral,
encourage the individual fo complete the "Complaint Form” in writing. | he or she refuses,
prepare a Complaint Form or other write up of the complaint based on the oralreporting.

+ If documents, emails or phone records are relevant to the allegations, fake steps to obtain and
preserve them.

e Request and review all relevant documents, including «all electronic
communications.

¢ Inferview all parties involved, including any relevant withesses.

Create {af a minimum) written documentation of the investigation (such as ¢ letter, memo
or email), which confdins the following:

o A list of ol documents reviewed, dlong with a detailed summary of relevant
documents;

o A list of names of those inferviewed, along with a detdiled summary of their
statements;

o Atimeline of events;




o Asummary of prior relevant incidents, reporfed or unreported; and
o Recommendation(s} for the final resolution of the complaint, together with any
recommendations for corrective or remedial actions to be taken.

¢ Keep the written documentation and associated documents in the employer’s records.

Once the investigation is completed, the Personnel Officer or their designee will make a Final
Determination as to whether the Policy has been violated.

The Personnel Officer or their designee shall promptly nofify the complainant of the Final
Determination, and aiso inform the complainant of their right to file a complaint or charge with the
DHR or EEQC, or in an appropriate court.

If a complaint of discriminatory harassment, other harassment, or retaliation is determined to be
founded, Uister County will take disciplinary and/or corrective action in accordance with law and/or
an applicable collective bargaining agreement. The Personnel Officer will be responsible for
overseeing the implementation of any corective or remedial actions.

i disciplinary charges are filed against an employee on the grounds that Ulster County has
determined the employee is guilty of discrimination, discriminatory harassment or refdliation, the
accused employee may exercise his/her rights through the disciplinary procedure provided for in
his/her collective bargaining agreement, or stale law, if applicable.

VI, FALSE REPORTS

Reporting of a false complaint is a setious act. In the event it is found that an individual bringing
the complaint has knowingly made false allegations, Ulster County may take appropriate remedial
action and/or disciplinary action in accordgance with the provisions of applicable collective
bargaining agreement and/or state law.




ULSTER COUNTY DISCRIMINATORY HARASSMENT PREVENTION COMPLAINT FORM
(Submit to Personnel Officer)

This form may be used to file a charge of discriminatory harassment which is a form of discrimination
prohibited by federal law, the New York State Human Rights Law, and Uister County Policy.

Filing this complaint form with Ulster County in no way deprives you of the right fo file a complaint
with the US Equal Employment Opportunity Commission, New York State Division of Human Righits,
and/or the Federal/State courts.

{PLEASE PRINT OR TYPE)

I. Name

Phone Number

Residence

Mailing Address {(if different from residence)
City State Zip Code

2. Department and Position

{Month/Day/Year)
{AN AFFIRMATIVE REPLY TO THIS QUESTION WILL IN NO WAY STOP A REVIEW OF YOUR COMPLAINT)
3. Alleged Discrimination Occurred on or about:

Month: Day: Year: Time:

Is this alleged discrimination continuing: YES NO

Describe the alleged act of harassment. Use additional sheets if necessary.




4.

Indicate the name(s) of the alleged harasser(s} and their position in relationship fo the

harassed:

5. State the name(s) of any potential withess{s):
é. Has this Conduct been reported o any other individuals, if so to whom and when? :
7. Have you filed this charge with a Federdi, Stafe or local government agency?
YES/NO: When Where
{Month/Day/Year)}
Have you instituted a suit or court action on this charge?
YES/NO: When . Where
8. | swear or affirm that | have read the above related facts and that the statements are true

and correct to the best of my knowledge, information and belief.

Date:

{Signature)

-INFORMATION PROVIDED HEREIN WILL BE CONFIDENTIALLY MAINTAINED-
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ULSTER COUNTY SEXUAL HARASSMENT PREVENTION POLICY
Revised January 2019

. POLICY STATEMENT

Uister County is committed to maintaining a safe workplace free from sexual harassment, and has a
zero-tolerance policy. Sexual harassment, which includes harassment on the basis of sex, self-
identified or perceived sex or gender, sexual orientation, gender identily, gender expression or
fransgender stafus, is a form of workplace discrimination. Sexual harassment is a serious form of
employee misconduct. All employees, interns, volunteers, and non-employses are required to work in
a manner that prevenis sexuat harassment in the workplace. Any employee, intern, volunteer, or non-
employee in the workplace who engages in sexual harassmenf or retdaliation will be subject fo
remedial and/or disciplinary action, up fo and including termination. This Policy is one component of
Uister County commitment to a discrimination-free work environment.!

Sexudal harassment is against the law. All persons have a legal right to a warkplace free from sexuci
harassment. This right can be enforced by filing a complaint internally with Ulster County that will be
investigated prompily and confidentially, and/or with a government agency or in courf under
federal, state or local antidiscrimination laws.

Sexual harassment is an offensive viclation of our policies, unlawful, and will not be lolerated.
Harassers may also be individually subject to liabilify. Those who engage in sexual harassmeni, and
managers and supervisors who engage in sexual harassment or who knowingly allow such behavior
to continue, will be subject to remedial action or discipline in accordance with law or an applicable
Collective Bargdining Agreement.

This Policy also prohibits retafiation against individuals who report or compilain of sexual harassment or
participate in the investigation of a sexual harassment complaint, as further described herein.

Complaints of sexual harassment must be submiffed to the Personnel Officer.2. The Personnel Director
or their Designee will conduct a prompt, thorough and confidential investigation that ensures due
process for all parties, whenever an individual or managetial personnel receives a complaint about
sexual harassment or refaliation, or otherwise knows of possible sexual harassment occurring. Ulster
County will keep the investigation confidential to the exient possible and will seek fo protect and
keep confidential the identities of dalleged victims and harassers during investigations. Effective

1 Note that other forms of discrimination, as well as harassment based on protected classes or characteristics other than those covered
under this policy are covered separately under Ulster County’s Discriminatory Harassment Policy.

2 In the event that the Personnel Officer is the subject of the complaint, complaints must be made to one of the Deputy County
Executives




Ulster County Sexual Harassment Prevention Policy

corrective action will be taken whenever sexual harassment or retaliation is found fo have occurred.
All persons covered by this Policy, including managers and supervisors, are required to cooperate
with any internal investigation of sexual harassment.

We are all responsible for creating a safe and harassment free work environment. All employees,
inferns, volunteers, and non-employees are to report any harassment or behaviors that violate this
Policy. Reports of sexual harassment may be made verbally, or in writing. Ulster County provides a
complaint form for the reporting of harassment and filing of complaints, Managers and supervisors are
required fo report any complaint that they receive, or any harassment that they observe or become
aware of in the workplace. Such reporting should be in written form to the Personnel Officer.

Anyone subject fo and/or covered by this Policy who feels harassed, or is concerned about potential
harassment should inform their supervisor or the Personnel Officer so that any violation of this policy
can be corrected promptly. Any harassing conduct, even a single incident, can be addressed under
this policy. Ulster County encourages all who believe they may have been a victim of, or withess of
any form of sexudl harassment fo report.

. SCOFE

A. Who is covered by this Policy? This Policy applies fo all employees, applicants for employment,
inferns, whether paid or unpaid, volunteers, non-employees and persons conducting business with
Ulster County?3,

B. Who can be atarget of sexual harassment? Sexual harassment can occur between any individuals,
regardiess of their sex or gender, or standing within Ulster County. Federal and State Law protects
employees, paid or unpaid interns, volunteers, and non-employees who provide services in the
workplace.

C. Who can be a sexual harasser? A harasser can be a superior, a subordinate, a coworker or anyone
in the workplace including an independent coniractor, confract worker, vendor, client, customer
or visitor, or anyone with whom the person interacts while conducting their job duties.

D. Where can sexuval harassment occur? Unlawful sexual harassment is not limited to the physical
workplace ifself. It can occur while employees, interns and/or volunteers are traveling for business
or at employer sponsored events or parties. Calls, texts, emails, and social media usage can
constitute or confribute to unlawful workplace harassment, even if occuring away from the
workplace premises or not during work hours.

{il. DEFINITIONS OF PROHIBITED CONDUCT

A. Whatis sexual harassment?

Sexual harassment is a form of sex discrimination and is unlawful under federal, state, and (where
applicable) local law. Sexual harassment includes harassment on the basis of sex, self-identified or

perceived sex or gender, sexual orientation, gender identity, gender expression or fransgender status.

Sexual harassment inciudes unwelcome verbal or physical conduct which is either of a sexual
nature, or which is directed at an individual because of that individual's sex when:

¥ Non-employees, as defined by law, includes contractors, vendors and consultants or those who are employees of the contractor,
vendor or consultant.
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Ulster County Sexual Harassment Prevention Policy

o Such conduct has the purpose or effect of unreasonably interfering with an individual's
work performance or creating an intimidating, hostile or offensive work environment,
even if the reporting individual is not the infended target of the sexual harassment;

o Such conduct is made either explicitly or impilicitly a term or condition of employment;
or

o Submission fo or rejection of such conduct is used as the basis for employment decisions
affecting an individual's employment.

A hostile work environmeni consists of words, signs, jokes, pranks, intimidation or physical violence
which are of a sexual nature, or which are directed at an individual because of that individual's sex,
self-identified or perceived sex or gender, sexual orientation, gender identity, gender expression or
fransgender status. Sexual harassment also consists of any unwanted verbal or physical advances,
sexually explicit derogatory statements or sexually discriminatory remarks made by someone which
are offensive or objectionable to the recipient, which cause the recipient discomfort or humiliation,
and/or which can interfere with the recipient’s job performance.

Sexuadl harassment also occurs when a person in authority tries 1o offer job benefits for sexual favors.
This can include hiring, promotion, confinued employment or any other ferms, congditions or privileges
of employment. This is also called “quid pro quo" harassment.,

B. Examples of sexual harassment

Sexual harassment under the law and prohibited by this Policy will include, but is nof limited 1o, the
following prohibited conduct:

¢ Physicat assaults of a sexual nature, such as:

o Touching, pinching, patting, grabbing, brushing against another person's body or
poking another person’s body; rape, sexual battery, molestafion or attempts fo
commit these assaults (which should be reported o local authorities as promptly as
is possibie).

¢ Unwanted sexual advances or propositions, such as:

e} Requests for sexual favors accompanied by implied or overt threafs concerning the
farget’s job performance evaluation, a promotion or other employment benefits or
detrimenis; subtle or obvious pressure for unwelcome sexudl activities.

e Sexually oriented gestures, noises, remarks, jokes or comments about a person's sexuality or
sexual experience, which can create a hostile work environment,

¢ Sexstersotyping, which occurs when conduct or persondlity fraits are considered inappropriate
or freated negatively simply because they may nol conform to other people's ideas or
perceptions about how individuals of ¢ particular sex should look or act,

o Sexual or discriminatory displays or publications anywhere in the workplace, such as:

o} Displaying pictures, posters, calendars, graffiti, objects, promotional material,
reading materials or other materials that are sexudlly demeaning or pornographic.
This includes such sexual displays on workplace computers or cell phones and
sharing such displays white in the workplace or in a work-related gathering or
sefting.

« Hostile. actions taken against an individudl because of that individual's sex, self-identfified or
perceived sex or gender, sexual orientation, gender identity, gender expression or fransgender
status, such as:

o Interfering with, destroying or damaging a person's worksfation, fools or
equipment, or ofherwise interfering with the individual's ability to perform the job:

o Sabotaging an individual’s work;

o) Bullying, velling, name-calling.
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C. Retlaliation

In addition to sexual harassment, retdliation for opposing or complaining of sexudl harassment or
participating in investigations of sexual harassment is prohibited by law and prohibited under this
Policy. No person covered by this Policy shall be subjected to such unlawful retaliation, Unlawful
refaliation can be any adverse employment action, including being discharged, disciplined,
discriminated against, or any action that would keep or discourage anyone covered by this Policy
from coming forward to make or support a sexual harassment claim. Adverse action need nof be
job-related or occur in the workplace o constitute unlawfui retdliation,

The New York State Human Rights Law and this Policy protect any individual who has engaged in

"protected activity,” Protected activity occurs when a person has:

+ made a complaint of sexual harassment, either infernally or with any anti-discrimination
agency;

o tlestified or assisted in a proceeding involving sexual harassment under this Policy, the State
Human Rights Law or other anti-discrimination law;

¢ opposed sexual harassment by making a verbal or informal complaint fo Ulster County
(including a supervisor or manager) or by simply informing a supervisor or manager of
harassment;

« reported that another employee, infern, volunteer or non-employee covered by this Policy has
been sexually harassed; or

« encouraged a fellow employee, intern, volunteer and/or non-employee covered by this Policy 1o
report harassment.

Employees, interns, volunteers, and non-employees who believe they have been subjected fo
retaliation should report this conduct in accordance with the same reporting procedures as are
ouilined below. These compidints of retadliation will be invesfigated in accordance with the same
procedures ulllized 1o investigate a complaint of sexual harassment. Individuals alse may file
compiaints of retaliation with the federdal or siate enforcement agencies (EEOC or New York State
Division of Human Rights.)* Any individual found to have engaged in retaliation as defined in this
Policy will be subject fo disciplinary action up to and including termination, and/or other corrective or
remedial action as necessary.

IV. REPORTING PROCEDURES AND RESPONSIBILITIES

A. Reporling Procedures

Preventing sexudl harassment is everyone’s responsibility. Ulster County cannot prevent or remedy
sexual harassment unless it knows about it. Any employee, intern, volunteer or non-employee who
has been subjected fo behavior thal may constitute sexual harassment is sirongly encouraged to
report such behavior to a supervisor, manager, or the Personnel Officer. Anyone who witnesses or
becomes awdare of potential or perceived instances of sexual harassment should also report such
behavior fo a supervisor, manager, or the Personnel Officer.s Managers and supervisors who have
received reports are required o report the alleged harassment o the Personnel Officer.

f Contact information provided in §IX of this document.
> In the event that the Personnel Officer is the subject of the complaint, complaints are to be made to one of the the Deputy County
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Although encouraged, note that neither this Policy nor state or federal law requires that an individual
tell an alleged harasser to stop his/her actions. Failure to do so does not preciude the individual from
filing a compldint of sexudl harassment. Individudls should feel free to keep written records of any
actions which may constifute sexual harassment, including time, date, location, names of others
involved, witnesses (if any), and who scid or did what to whom.

Reports of sexual harassment may be made verbally or in writing. If made verbually, to a supervisor or
the Personnel Officer, the complaint must be reduced fo writing by the individual who it was
reported to. A form for submission of a written complaint is attached to this Policy. Individuals who
are reporting sexual harassment on behalf of others may report verbally to a supervisor or the
Personnel Officer, or should use the complaint form and note that it is on another person’s behalf,

Employees, interns, volunteers or non-employees who believe they have been a target of sexuadl
harassment may also seek assistance in other available forums, as explained below in the section on
Legql Protections.

B. Supervisory Responsibilities

All managerial and supervisory personnel of Ulster County shall be responsible for enforcing this Policy
and shalt have particular responsibility for ensuring that the work environment under their supervision
is free from sexual harassment and retaliafion. In addifion fo being subject to discipline or other
remedial action if they engaged in sexually harassing conduct themselves, all supervisors and
managers who receive a complaint or information about suspected sexual harassment, observe
what may be sexually harassing behavior or for any reason suspect that sexual harassment is
occurning, are required fo report the same in writing, to the Personnel Officer. Supervisors and
managers will be subject fo discipline {or other remedial and appropriate action) for failing o take
corrective action and report suspected sexual harassment or otherwise knowingly allowing sexual
harassment to confinue. Appropriate and attentive action fo preven! the cccurrence of sexual
harassment is an expectation of all supervisors.

Supervisors and managers will also be subject to discipline or other appropriate remedial action for
engaging in refaliation,

C. Uister County Responsibilities

Ulster County will be responsible for ensuring that this Policy is provided to employees, interns, and
volunteers, and that fraining on this Sexuat Harassment Prevention Policy is conducted annually.

V. INVESTIGATION AND RESPONSE PROCEDURES

All complaints or information about suspected sexual harassment will be investigated, whether that
information was reporfed in verbal or written form. Investigations will be conducted in a fimely
manner and will be confidential to the extent possible.

During an investigation of any complaint, the information and knowledge gathering of suspected
sexudl harassment will be prompt and thorough, commencing immediately and completed s soon
as possible. The investigation will be confidential to the extent possible. Al persons involved,

Executives,
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including complainants, withesses and alleged harassers will be accorded appropriate due process
fo protect their rights to a fair and impartial investigation.

Any employee, volunteer, intern or non-employee may be required to cooperate as needed in an
investigation of suspected sexudl harassment. As further set forth herein, Ulster County will not
folerate retaliation against those who file complaints, support another's complaint, or participate in

the investigation of a compilaint.

All investigations will be conducted by the Personnel Officer or their designee. The nature of an
investigation may vary on a case by case basis dependent upon the circumstances and extent of the
allegations. Generally, investigations should be conducted by the Personnel Gificer or their designee
in accordance with the following steps:

Upon receipt of complaint, the Personnel Officer or thelr designee will conduct an immediate
review of the dlegations, and iake interim actions, as appropriate. {f the complaint is oral,
encourage the individual to complete the "Complaint Form® in writing. If he or she refuses, prepare
a Complaint Form or other write up of the complaini based on the oral reporting.
if documents, emalls or phone records are relevant to the allegations, take steps to obiain and
preserve them.
Request and review alf relevant documents, including all electronic communications.
interview all parties involved, including any relevant witnesses;
Create [at a minimum) written documentation of the investigation (such as a letter, memo or
emait), which contcins the following:

oA list of all documents reviewed, along with a detailed summary of relevant documents;

oA list of names of those interviewed, along with a detalled summary of their statements;

oA fimeline of evenls;

oA summary of prior relevant incidents, reported or unreported; and

oRecommendiation(s) for the final resolufion of the complaint, together with any

recommendations for corrective or remedial actions to be faken.

Keep the writfen documentation and associated documents in a safe secure location within the
employer’s records.

Once the investigation Is completed, the Personnel Officer or their designee will make a Final
Determination as to whether the Policy has been violated.

The Personnel Officer or their designee shall promptly notify the complainant of the Findl
Determination, and also inform the compiainant of their right to file a complaint or charge
externally as outlined below.$

It and when a complaint of sexual harassment or retaliation is determined fo be founded, Ulster
County will take disciplinary and/or corrective action, The Personnel Officer will be responsible for
overseeing the implementation of any corrective or remedial actions.

V1. FURTHER CONFIDENTIALITY AND DISCLOSURE

6 Where a complaint was filed regarding sexual harassment against an individual other than the
person making the written complaint, the person against whom the harassment was directed will
be treated as the complainant for purposes of this Policy.

Page 6 of 8




Ulster County Sexual Harassment Prevention Policy

In recognition of the personal nature of discrimination complaints and the emotional impact of alleged
discrimination, Ulster County shall keep compldints as confidential as is consistent with a thorough
investigation, applicable collective bargaining agreements, and other laws and reguiations regarding
employees and the workplace setting. For the protection of all individuals who make compilaints or are
accused of prohibited discrimination, every witness interviewed during an investigation under this Policy
will be advised of the confidentidlity requirement and instructed not to discuss the complaint, the
investigation, or the persons involved. To the extent complaints made under this Policy implicate
criminal conduct, Ulster Counly may be required by law fo confact and cooperate with the
appropriate law enforcement authorities.

The terms of any setilement or other resolution are subject fo disclosure UNLESS the Compldinant seeks
confidentidlity. This request for confidentialily may be revoked within a cerfain time period in
accerdance with State law.

Vil. FALSE REPORTS

Reporting of a false complaint is a serious act. In the event it is found that an individual bringing the
complaint has knowingly made false allegations, Ulster County will take appropriate remedial action
and/or disciplinary action in accordance with the provisions of applicable collective bargaining
agreement and/or state law

Vil LEGAL PROTECTIONS AND EXTERNAL REMEDIES

Sexual harassment is not only prohibited by Ulster County but is also prohibited by state, federal, and,
where applicable, local law.

Aside from the internal process at Ulster County, individuals may dlso choose 1o pursue legal remedlies
with the following governmental entities at any time.

A. New York State Division of Human Rights (DHR)

The Human Rights Law [HRL), codified as N.Y. Executive Law, Art. 15, § 290 et seq., applies to
emplovyers in New York State with regard o sexudl harassment, and protects employees, interns and
non-employees. A complaint alleging violation of the Human Rights Law may be filed either with
Division of Human Rights or in New York State Supreme Court. Complaints with DHR may be filed any
time within one year of the harassment. If an individual did not file at DHR, they can sue directly in
state court under the HRL, within three years of the alleged discrimination. An individual may not file
with DHR if they have already filed an HRL complaint in state court.

Complaining internally to Ulster County does not extend the time for filing a complaint with DHR or in
court. The one year or three years is counted from date of the most recent incident of harassment,

An individual does not need an attorney 1o file a complaint with DHR, andl there is no cost to file with
DHR.

DHR will investigate the complaint and determine whether there is probable cause to believe that
discriminafion has occurred. Probable cause cases are forwarded o a public hearing before an
administrative law judge. If discrimination is found after g hearing, DHR has the power to award relief,
which varies but may include requiring the employer to act o stop the harassment, or redress the
damage caused, including paying monetary damages, attorney’s fees and civil fines.
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Contact DHR at (888} 392-3644 or visit dhr.ny.gov/complaint for more information about filing «a
compiaint. The website has a complaint form that can be downloaded, filled outf, nokarized and
mailed to DHR. The website also contains contact information for DHR’s regional offices across New
York State.

B. United States Equal Employment Opportunity Commission (EEOC)

The EEQC enforces federat anti-discrimination laws, including Tifle VIl of the 1964 federal Civil Rights Act
{codified as 42 U.S.C. § 2000e et seq.}). An individual can file a compidint with the EEOC anytime within
300 days from the harassment. There is no cost to file a complaint with the EEOC, The EEOC will
investigate the complaint and determine whether there is reasonable cause 1o believe that
discrimination has occurred, at which point the EEOC will issue a Right to Sue leiter permitiing the
individudl fo file a compilaint in federal court.

The EEOC does not hold hearings or award relisf but may take other action including pursuing cases in
federal court on behalf of complaining parties. Federal courts may award remedies if discrimination is
found 1o have occurred.

If an individual believes that he/she has been discriminated against at work, he/she can file a
“Charge of Discrimination.” The EEOC has district, area, and field offices where complainfs can be
filed. Contact the EEOC by calling 1-800-669-4000 (1-800-669-6820 (T1Y}), visiting their website at
WWW.Ee00.00v or via email at info@eeoc.gov

If an individual filed an adminisfrative complaint with DHR, DHR will file the complaint with the EEOC to
preserve the right to proceed in federal court.

C. Local Protections

Many localities enforce laws protecting individuals from sexuat harassment and discrimination. An
individual should contfact the county, city or town in which they live to find out if such a law exists.

D. Contact your Local Law Enforcement Agency

if the harassment involves physical fouching, coerced physical confinement or coerced sex acts, the
conduct may constifute a crime. Contact your local law enforcement agency.
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ULSTER COUNTY HARASSMENT COMPLAINT FORM
(Submit to Personnel Officer)

This form may be used to file a complaint of harassment which is a form of discrimination prohibited
by federal law, the New York State Human Rights Law, and Ulster County Policy.

Filing this complaint form with Ulster County in no way deprives you of the right to file a complaint

with the US Equal Employment Opportunity Cormmission, New York State Division of Human Rights,
and/or the Federal/State courts.,

{PLEASE PRINT OR TYPE)

i. Name

Phone Nurmber

Residlence

Mdalling Adicress (if clifferent from resiclence)

City State Iip Code
2. Departrment
Position
3. Alleged Discrimination Occurred on or about:
Month: Day: Year: Time:
Is this alleged discrimination continuing: YES __ NO_~ 2
Are you personally the subject of the dlleged harassment? YES ____ NO____ 2

If not, please state the name of the person(s) who are the subject of the alleged harassment:

Describe the dlleged act of harassment. Use additional sheets it necessary.

Page 1 of2
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4, Indicate the name(s} of the alleged harasser(s} and their position in relationship to the
harassed:
5. State the name(s} of any potential withess(s):
6. Has this conduct been reporfed to any other individudls, if so fo whom and when 2
7. Have you filed this charge with a Federal, State or iocal government agency?

YES/NO: When Where

{Month/Day/Year)
Have you instituted a suit or court action on this charge?
YES/NO: When Where
{Month/Day/Year)

{AN AFFIRMATIVE REPLY TO THIS QUESTION WILL IN NO WAY STOP A REVIEW OF YOUR COMPLAINT)

8, | swear or affirm that | have read the above related facts and that the statements are true
and correct to the best of my knowledge, information and belief.

Date:

{Signature)

-INFORMATION PROVIDED HEREIN WILL BE CONFIDENTIALLY MAINTAINED WITHIN THE ULSTER COUNTY
PERSONNEL DEPARTMENT -

Page 20f2
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7/26/2022

* New Requirement for New York State Sexual Harassment
Policy

* OnJuly 29, 2022 a confidential hotline for complaints of
workplace sexual harassment was established. Governor
Kathy Hochut signed into law $.812B/A.2035B, which
amended the New York State Human Rights to include this
hotline.

* New York employees may now call 1-800-427-2773 to
obtain free legal counseling for any complaint of sexual
harassment in the workplace.




Who may attend?

Only those directly involved in or af-
fected by the event are permitted to attend.
No record is made of what occurs and all dis-
cussion is strictly confidential.

When and where are CISM sessions
held?

Formal CISM sessions are held at
places and times determined by the CISM
Team members. They may be held off site
and/or during off hours.

How can arrangements for a
CISM response be made ?

Requests for Critical Incident Stress
Management services can be made by
contacting one of the CISM Team Coordina-
tors, contact numbers are listed on the fol-
lowing page, or by contacting your supervi-
sor for  assistance. The CISM Team Coor-
dinators will determine what level of re-
sponse, if any, is needed and will work with
the other CISM Team members to schedule
the appropriate intervention.

UISTETr L ounty Snerii's viInce
Critical Incident Stress
Management Team Members

Coordinators

George Hill, UCSO Team Coordinator
Cell # - 845-901-4158
Cynthia King, UC Probation
Team Coordinator
Work # - 845- 340-3480
Cell # - 845-901-2844

Team Members
Kelvin Antonelli, LCSW, volunteer
Robin Nigro, fire/ems volunteer.
Louise Bonanno, LCSW, volunteer
David Brechter, D.Div., LCSW, volunteer
Tamara Cooper, FOW, volunteer
Joseph Decker, Sheriff’s Office
John Dickson, volunteer
Terry Elia, fire/ems volunteer
Christopher Farrell, LCSW volunteer
Cheryl Hecht, LCSW, volunteer
Richard Levenson, PsyD, volunteer
Lewis, Keith. Police, peer
Michael Madison, UC Emergency Mgt
Matt Maher, Ph.D., fire/ems volunteer
Valerie Naccarato, Probation
Katie Oldakowski, LPN, GC MCAT
Lauren Olsen, peer
Tony Pagliaro, volunteer
Sharon Potter, volunteer
Allen Rowe, retired Team Leader, peer
Nancy Schmidt, LMSW, Probation
Chad Storey, Sheriff’s Office
Brian Turner, City of Poughkeepsie PD

OFFICE OF THE

SHERIFF

ULSTER COUNTY

CRITICAL INCIDENT

STRESS MANAGEMENT

TEAM

A crisis intervention and
wellness program for Ulster
County Public Servants.

Juan Figueroa
Ulster County Sheriff




What is a critical incident?

A critical incident is any event which overwhelms the
normal coping mechanisms used by staff to deal with
routine occurrences. Critical incidents can include
threats, serious office health situations, incidents involv-
ing death, captive or hostage events, officer involved
shootings, attempted suicide, escape or other traumatic
events. Persons involved in such incidents may suffer
from the effects of a syndrome known as “Critical Inci-
dent Stress”.

What is Critical Incident
Stress?

Even though an incident may be over, a person can un-
dergo strong emotional reactions which have the poten-
tial to interfere with his/ her ability to function now or
some time in the future. It is very common, in fact quite
normal, for people to experience emotional aftershocks
when they have participated in traumatic events.

“THESE ARE NORMAL REACTIONS TO
ABNORMAL EVENTS”,

What are some of the symptoms
of Critical Incident Stress?

Symptoms of Critical Incident Stress may include the
following:

Physical— nausea, tremors, sweating, chills, or increased
pulse rate.

Cognitive— Impaired thinking or concentration, confusion
or memory loss.

Emotional—anger, fear, grief, anxiety, frustration, with-
drawal, or numbness.

These symptoms may not be evident right away. They
may begin to occur hours, days, or even weeks later.
Critical Incident Stress sufferers can also experience a
loss of sleep, nightmares, flashbacks, loss of desire to
perform normal functions, and/or depression. Many of
these symptoms normally subside and disappear in time.
However, with understanding and support from peers,
loved ones or friends, theses reactions usually pass more
quickly.

NT TEAM

What is the Ulster County Sheriff's
Q&m& Critical Incident Response
Program

The Ulster County Sheriff’s Critical Incident Stress
Management Program is a service which exists to assist
all Public Servants, upon request, who are experiencing
Critical Incident Stress.

How did the program get started?

In 1996, the Ulster County Sheriff’s Office created a
CISM team after receiving training in Critical Incident
Stress Debriefing. (CISD). In April 1998, the team ex-
panded when Deputy Allen Rowe and Corrections Of-
ficer Joseph Murray were trained as CISM Team mem-
bers. In January 1999, the team was again expanded as
the Sheriff’s Office and the Ulster County Workplace
CISM Team merged the two teams. The team is made
up of Sheriff’s office staff, County employees and a few
volunteers. The team is now in place to assist all Public
Servants in understanding, coping, and overcoming
stress related incidents.

What does the
Sheriff’s Office CISM Team offer?

The CISM Team is a team of members selected for their
skills and experience in handling emergencies. Each
member of the CISM Team has been specially trained to
respond to workplace critical incidents.

The primary objective of the CISM-Team is to help en-

sure employee wellness. This can be accomplished
through interventions known as Crisis Management
Briefing (CMB), Peer Support and Critical Incident
Stress Debriefing (CISD). Interventions are provided by
a team of CISM trained peers and mental health profes-
sionals.

What is a Crisis
Management Briefing (CMB)?

A Crisis Management Briefing is a group intervention
designed to provide information to a large group that
has been affected by a critical incident or crisis situa-
tion. The meeting will include those directly and indi-
rectly affected by the incident. A brief review of the
incident will be provided to dispel rumors and reduce
misinformation, followed by educational information
about critical incident stress responses, resources and
self help.

What is Peer Support?

Peer Support is individual counseling by one or two
team members to an individual impacted by a critical
incident. It is the CISM intervention most frequently
used and is often offered in conjunction with other inter-

What is a debriefing?

A debriefing is a group process, group meeting,
or discussion about the traumatic event designed to re-
duce stress, and enhance recovery from stress. During the
debriefing, CISM Team members provide participants
with the telephone numbers of the Employee Assistance
Program, appropriate community resources, and stress
awareness intervention and self help information.



a"s'e Studles and Related Materials for Addltlonal
Reference and Training

NYS Sexual Harassment Training Part 1:
https://www.youtube.com/watch?v=sL.7LwBsV9bM

NYS Sexual Harassment Training Part 2:
https://www.youtube.com/watch?v=1za7gs952H0

H#ThatsHarassment: The Boss: https://www.youtube.com/watch?v=liDO70Tvelw

#ThatsHarassment: The Politician:
https://www.youtube.com/watch?v=HnLfMYBsetM

Quid Pro Quo Sexual Harassment:
https://www.youtube.com/watch?v=gmFyzVIBiR4

Group Message Harassment: https://www.youtube.com/watch?v=-00LkYgHCNs

Public Humiliation: https://www.youtube.com/watch?v=dTd298kNLmY

Men Sexually Harassed: https://www.youtube.com/watch?v=LkqcOLP1h7Y

Retaliation Example: https://www.youtube.com/watch?v=NPgoGShjdyY
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ofor Gotinity Compliance Pragrart
... Annual Employee Training Update -~~~ °

The purpose of -Hhis fraining update s fo ensure that all Ulster Counly governmem;

employees coniinue to have the information needed to cotifibute o the effeciive

operaiions of the Courify's complicnce prograr.

Employees must be aware of the following:

1. Allemployees are required fo be famillarwith and conform {o the policies,
procedures and guidance found in the County's Sfandard Operdling Proceduses,
Compliance Program Procedures. Standards of Conductfor Ulster Gounty '

Emplovees, Eihics and Disclosure Law, and Compliance Plan, and must seek
clarification from supervisors, when needed. Links to these documenis rmay be

found on the Ulster County Infranet Home Page under “frequenily Used chumenis"
and on the Ulster County websile: hﬂp://ulsfercounfyny.gov/personnel/woﬂa'orge—

information.

s

2. The Couniy’s Complionce Officer.is Thémds GibneY. He reporls fo ihe Couniy
. Execullve conceming complionce matfers and i responsible for the day-to-day
operations of the program. The Compliance Officer may be.redched af 845-340- °

8771.

3. Employees.are mandated. fo. poricipate. in.compliance frainings, including but not
* | limited fo:

. New employee [complidhce) offentation

»  Standards of Conduct for Ulster Counly Employees

« Ulster Counly Compliance Plan_

« Specidlized iraining for departments that bill Medicaid

- Compliance updaies

4. In the Inferest of providing deparfmenial supervisors an opporuniy o jdke
comective aclion, employees are required 1o bring compliance questions and
concermns o ihe affention-of thelr deparimental supervisors.  When it is not possible
{0 report complicnce concerns direcily to dqparimenicfl supervisogs, employees
may seek assistance from the Compliance Officer. In addifion, Ulster -Counly
government maintains o Whislieblower Holline for anonymous and confidenticl

rgood faith reporiing of compliance issues. All Holline reporls will be direcied ?o the

Complicnce Officer, reviewed by the Couniy's Complidnce Commitiee and

coweciive action will be taken, If appropriate. The Holline felephone number is 1-

877-569-8777 and i cccessible 24/7.




‘Ulster County Compliance Program

5. Employees are mandated fo report known and perceived compliance violations
and to assist in their resolufion, and are sublect o discipline for failure fo do so.
Employees must not parlicipate in, encourage, direct, fociifate or permit non-
compliant behavior, In order fo encourage good faith parficipation in the
compliance program, New York State Civil Service Law defines the disciplinary
procedures that must be followed. The County's disciplinary policies will be fally

and firmly enforced.

The Fedeial Folse Claims Act and the New York State False Claims Act, as well as various
other laws, prohibif infimidation and refdiiction dgeinst anyone who makes good faith
reporls of compliance violations. In addifion, Uister Couniy has several local Jaws
(County Policy on Sexual Harassment in the Workplace, Couniy Policy on Warkplace
Harassment, and the Whisfleblower Employee/Agent Profection Policy For

Ulster Counly Employees/Agents) which prohibit harassment of individuals in the

workplace.

é. There are numerous Federal and New York State laws Thot establish the requirements
for compliance programs. There «are terms such as Fraud, Waste and Abuse that
you should be familiar with. More defailed Infarmation conceming these jaws may
be aecessed in the Slandard Operating Procedures on fhe Ulsier Couniy Infranet.

Employees should also be aware thai:

« The Federal False Claims Act and the New York False Claims Act prohibit
anyone from Intenfionally or .unknowingly submiting false or misleading
claims to the government. While the specific penailfies under each law vary,
they provide for-thousands of dollars of penaifies and possible criminal
charges for each claim submitfed. In addifion, each low conidins o "Qui
Tam" or whisileblower provision, which encourages Individual cltizens to
report False Claims Act violafions. If the Tawsuit Is successfully prosecuted.
and provided certain legal requirements cre met, the whisileblower may
receive a monetary award ranging from 15% fo 30% of the omount
recovered. The False Claims Acts prohibit harassment of Qui Tam reporiers.

» 18 NYCRR Section 521.1 requires that Medicadid reimbursable service providers

{subject o cerfcin ihresholds] operafe complionce programs that are

quuilified as "effective”, as defined by various criferic.

Deficit Reduclion Act of 2005 requires Medicaid reimbursable service

providers {subject io certcin thresholds} fo esfablish witten policies and

procedures informing and educating their employees, contraciors and
agents about the federal and state false claim acis and whislleblower
\

protections.




Ylster Cotinty:Compliance:-Progra

. Attestafion

I have been advised that | can access the Ulster Counly Comgﬁaﬁce Program

-standerd Operaling Procedures, Complionce Plan ond Standards of Conduct for Ulster

County Emplovees on the Ulster Counly Iniranet or may ask for o hard copy ofthe
document. The purpose of these documents is fo Inform employees of the Ulster

Couniy Govemnment's expecfafions regarding ethical behavior and fo ensure
complicince with Federdl, Stafe and local laivs, regulations, policies, procedures and

rules.
| understand that it is my respornsibllify fo:

1. Read the documenis;

2. Undersiand iis contents and immediately ask my supervisor for clerification(s}, ¥
here is anything | am unclear about;

3. Fully comply with iis direcfives.

| acknowledge that | know how fo obiai ¢ copy of the Compliance Plan and
Procedures and the Standards of Conduct for Ulster Counly Employees. - Also, as
applicable, | have received a copy of the Ethics and, Disclosure Law. (UC Infranei or

ask your Supervisor/Depariment Head)

Procedures, the

i 'understand that | miust comply with the Complicince Plan and
policles and

Standards of Conduct for Ulster County Employees, all laws, regulations,
procedures, and guidance provided. .

| undersiand that | must report any instances of possible violafions of the
Complicnce Plan and Procedures, the Standerds of Conduct for Ulster County
Employees, Ethics and Disclosure laws, regulations, and policies and procedures fo
my supervisor, or, If that is not possible or appropiiate, 1o the Ulster County Personnel

birector or Compliance Officer.

{ understand that Ulster County mainfains a Compliance Hotline {1-877-569-8777) for
confidential or cnonymous reporting of possible violations of the Compliance Plan,
the Code of Conduct, laws, regulations, and policies and procedures.

fhé S;x‘qndards of
d policies and
up fo and

{understand that my failure to comply with the Compliance Plan,
Conduct for Ulster Counly Employees, laws, regulations, cn
procedures or fo report possible violadions may result in disciplinary action,

including termination.

By signing the Affendance sheef you have Aftested fo receiving the
Annual Compliance Training. ' ’

~ Annual Employee Training Update




“ister Gotinty Gompliancs Progret
_ Annual Employee Training Update

Fraud, Waste and Abuse
Many of the services provided by the Counly are funded by federal, state or

Couniy funds. Fratd, waste and abuse can oceur in any of the County's
services or programs.

Fraud can be committed by employees or reciplenis and is defined the
inléntfional deception of a person or entily by another made for monetary or
personal gain. Fraud offenses always nclude some sorf of false sfatement,
misrepresentation, or deceifful conduct, Some examples include making o
false statement, concedling facts or evenis which affect eligibilify for services

orfunds, and misuse of benefils or funds.
Waste involves the faxpayers not receiving reasonable value for money In

connection with any government funded activifies due o an inappropriate
act or omission by those with conirol over or access fo government resources.
Abuse involves behavior that s deficlent or improper when compared with
behavior that a prudent person would consider reasonable and necessary
business pracfice. Abuse also includes misuse of authorly or position for
personal financial inferests or those of an immediate or close family member

or business associate.




Program

Ypdats:

 Compliance Plan Reminders

. Compliance Officer for Ulster County Is Thomas C?ibney,' Depuly Direcior,

ACE unit of Finance.:
‘There is a compliance commiitee that involves various Counly personnel

who cssist the Compliance Officer in dutles of the Compliance Program.

-Each year o Work Plan is developed fhat incorporates direction from the
OMIG and OIG. [Office of Medicdid Inspector Generdl and Office of

Inspector General}
A consutiant, June Crawford, from the Bonadio Group pariicipates as part

of the Compliance Cornmittes. Her fim is considered pracliced in the

field of Corporaie Complionce.
The Compliance Holline phone nuinber is 1-(877)-569-8777. This number

can be found on the Infranet phonebook under Compliance Hotline.

The Compliance Officer phone nurmber is [845)-340-8771. This number can
be found on the Intranet phonebook under Compliance Officer.

The Compliance Plan, Sfandards of Conduct and Whistleblower Policy
can be found on the Infranet and Internet. The infernet web adclress s
hitp://ulstercountyny.qov/personnel/workforce-information

The Compliance Hotline phone number and the Whistleblower Hotline

" phone numbers are the same number.

Changes to the Complicnce Plan Program and reminders about the
program will be sent via email throughout the yedr.

It Is important fo Report. If you have reason fo believe that there is a.
compliance issue/situation, it is Important to report what you know or
whatt you think you know to your supervisor or the Complicnce Officer or
Hotline. An invesiigation will be canducted. There is ¢ no retaliation
clause in his program and there will not be refaliafion when you make ¢

report,

10} is important fo éomply with the Compliance Plan. Each employee has o

duty fo comply with the program’s policies and conduct oneself in an
ethical manner while an Ulster Counly employee. There are

. consequences for failure fo comply.




‘Tthomas P. DiNapoli, State Compiraller

Nevr York Slate and Lacal Relirement Syslem

Now, it's easier than ever fo do business with NYSURS. Retirement Online gives you a convenient and secure way 1o review your
benefits and conduct transactions in real {ime.

In many cases, you'l{ be able o use Refirement Onlineinstead of mailing forms or ealling the Retirement System. And it's safe touse —-
NVSLRS has incorpdrated several security measures simifar {o those used by financial institutions,

Creating an account is easy;

With Rm__eﬁr ement Online You Can o to wwwiose.slate.nyus/retire and
' look for the Aelirement Ontine logo.
Chick “Register Now.”

Tools and Tips:
For help on how 1o create your account,
View your i Update set up securty questions and reset your
benelit your contack password, visit www.osc.state.nyus/
information information retivefretivement_online/customers.phy
and see our siep-by-step user guides.

View or

o,
beneficlaries Gurrent Ontine Availability:
Monday—Fiday: ~ 6:30 am- 8:00 pm
i 5 Saturday & Sunday:  6:30 am ~ 5:00 pm
L .
View loan and .
service oredit Having irouble?
purchase balances . Wyouhave irouble with Relirement Onfine of

are unable to reglster for an account, please
calf our Contact Cenler at 1-666-805-0980 o

GOver timg, we will infreduce additional features that allow you {o eslimate §18-474-7736 in (e Alhany, NY area. You may
Yyour projecled peasion beneftl, purchase service credil, and more. also emall us at wwiv.emaliNYSLRS.com,




. Thomas P. DiNapoli, Slate Complroler

SNYSLRS

New York State and Local Relirement Syslem

Frequenily Asked Questions

Your employess/members may come %o you for help with Refirement Online.
Here are some commonly asked guestions about the seif-service system:

Where can | register for Refirement Onling?

NYSLRS members can go to wiww.osc.state.ny.usfretire and look for the Aetirement Onfing sign-in area, The Reglster Now
link is under the Sign In button. Please note that online availability is not yet 24/7; the link displays the curent hours that

Retirement Online Is avallable.

When using Reffrement Onfing, what internet web browser should 1 be using?

‘The recommended web browserfonﬂetirémenl Onlineis Intemet Explorer, but you may also use Google Chrome. Other web
browsers aren’t supported at ihis fime. Internet Explorer or Google Ghrome can be downloaded by following the links below

or iyping them into a browser.
Internet Explorer: hitps:/supportamicrosoft.com/en-us/help/17621/internct-explorer-downloads

Gongle Chrome: https:/wwiv.google.com/chrome/rowser/deskdop/index.hitm

1 already registered for a Refirement Online account a few years ago. Do | tiave to register again?

ifyou registered for a Relirement Onfine account before January 2017, you'li have 1o re-register. The old Refirement Online
system has been replaced wilh a new system wilh enhanced security standards, so your previous user |D and password are
no longer active,

Can ! use the same user D and password that | used for tfie old" Retirement Online system?
You may select the same user [0 and password as fong as ey meat the security criterfa.

: Whilé irying to register, 1 got an error message stating P'm unautherized after | put in my name,

date of birth, ZIP Cote and email address. What does it mean?

“This error message may mean that one of the identifiers you provided while irying to reaister does not malch what is
currentiy on file with NYSLRS. You can refer to he information found In your most recent Member Annual Stalement, or
your Retiree Annual Statement if you are a refiree. If you stilf can't proceed with the registration process, please call the
NYSLRS Contact Center at 1-866-805-0990 or 518-474-7736 in the Albany, New York area and select option 1 1o get help
for Relirement Online. The Gontack Center is avaifable Monday through Friday from 7:30 am — 4:15 pm and can assist you
in completing ihe regisiration process,

Ren 12017
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AGENDA

Mandatory B S e om0 EE Announc%ggi
Training 2022 e £ T

and Reminders

ULSTER COUNTY EMPLOYEES

T T

‘AR Uvs tme, masks are nok requred 1 Uister Courky Butdngs

Employee Requirements

Some Geparmerts may have altainative prokocols 1n pace for

mask weanng end information vl be proviced to you thiough
Deparument Heads

T you Teel sk, stay home

T you beleve you may have COVID-13 symRems yo0 s0oud
et your marggement mmedaely

Practce good hygene and wash nands often

“Thase gudanes ard Qrectves are consantly changrg
ypdated mformation il be cammunicated o y0u though your

Workplace
Harassment

_

Qutateh Manaatory Annual Trainng Presantation

Chaten Cyver Secunty Tramng Presentiton

Dlwaten Benefc Undates Traring Presentation

Dlcomplete Workptace Violence Survey and subm.t ta Personnet
Tisgn Attestation Form and send to Personnel Actn. Contney Moshver

Qrainng must be completed by November 18, 2022

Questions
about this
presentation?

Questors abaut Cypersecunty should be drected to ifarmaton
Servces by ether caling 845 -334-5381 or via emat &
CUSOMErepoOT @0 Usternyus

Questions abat the tramg matanals shord be drected to
Parsonnel Cortry Moshver 845-340-3472 of wi2 emal &
Smos@eousternyus

Questions about benefts should be drected to Fersonnel Kevn
R0ach 345-340-3545 o va emal at woyPegusteroys

* Wasiment Polly « Gefoitions

« Discriminatory o Examples
* Resources and Assistance
+ ReportingProcess

+ Standard Report Form

* Sexval Harassment

+ Therehave been aver 18 miflon
compiaintsed with the EEQC since
1997,

* Rataflation sthe mast conmat
dicriminationclaim, accountinglor

6% of liclaims.

« 10theus, 61% of employees have.
experiences, or witnessed wi

discrimination.

+ 81 of women and 43% of men have
experiencessame formaf
Rarassmentin their fyome.

Updated
i Statistical Data

&5
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+ Harassment s a form of discrimination
that viotates Federal, State, and Locat
Regulations

+ Gonduct that annoys, hreatens,
ietimidates, alams, or putS 4 person

Definin In fear of their safety. ;
Harassment + Unweanted conduct tat ntends to &

violate the dignity of an individual of
creates anintimidating, hostile, ;
degrading, humiliating or offensive
environment

‘e + ChmeatBatgroune
s Satis
et « Geneticirformatin * Harassment based on
e - Marnalstatss any protected
« Retigon * famil Sutes characteristic is

. + Miysuts
"

wioetlorge 7 WIS prohibited.

- Ne Victm St
+ Disavy

10

11

12

Two Main Types of Sexual Harassment
Quid Pro Quo

Hostile Environment

« The unwelcome conduct renders
the workplace atmosphere + A persen In authority, like a
intimidating, hostile, or supervisor, trades, or tries to
offensive trade, job benefits for sexual
+ Directed at an individual favors.
because of that that individual’s
sex.

Sex Stereotyping is...

+ Conductor personality traits are
considered inappropriate simply

of a particutar sex should act or
ook,

> Harassment because someonels
performing a ob that I usually
perkormed o was perlormed In
the pastmosty by a dfferent sex.

13

14

15

+ Between any indvidisai |+ Whenayér and wherever
regardless of sexor employees are daing
gender. thelr war

+ Employees, paldfunpaid - - Fesponsibilities.
intms, andnon: 'S Canalseoccurat
emploge " eomployer s
and vendors) are events, talniogs,

the ¥ l
policy. parties.

< Canbi Withe - Locations off s and off

rriace leoworks h be ronsidared
‘suparvisor, or 2 third extensions of the work
party including emviranment.
customeror visitor of the
sHteflocation]

* Think betore you scst onfine,

*. May he persanal thoughts and
betefs, buton  very public
fanm, -

+ You eannot take It back orce
YoUPULt On the internet.

«

‘Eve of
the

Beholder”

v deveryore coes & [bad icguage. sy
okes, gossip. etc B tatzt fustore perion o
Geckia at K wert oo farard mace them.
reomPonablefor youta have a pexental
Rarassmentlrcidert goirgon i your

Sexuatard Discrimieatory Parassmertean be
mespercened by the perpetrator 1 sometimes
Harassers e unpwareof e evel of

e approprista bekavior they have exkibted. i

perseathatis harassing you befortyou maa &
Eomglairt,

16

17

18
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What are Protected Activities?

RETALIATION | 538

+ Amalatonts uismestior gLy ortecied
ey

* Ungrbomdenton Guiptw, Ag iy
et i

© Cannavetng el o Sacmurag s ol morer
ey s Aok ok BT &6

4 htoron s 13 it mrgloyran scion
rghy bacaa i Rappasd T2 o epliee
oricorid e proacied sy

Arequienestsind
et rd Y.

* Emyemoomehait
Edtany v aeranpig

19

Reports of Harassment
may be made verbally
0 I sriting

ot R I o2

Witen Report must be
given to the Personnel
Director.

Reporting form is attached
to the official palicy.

SUPERVISOR RESPONSIBILITY

* Supervisors must report any
harassment that they observe or
know of, even if no one is
obJecting to the harassment.

« Supervisors and managers will be
subject to discipline for faillng to
report harassment or for engaging
in any retaliatory behaviors.

20

21

Resources and Additional Information

« Han employee choosas, one can pursus

* Raminder of Resources in Ulster
ouside lega ramedies 35 welos Bngatorinat * * Coiney

‘complaint with Uister County.
* New York state Divislon of Human Rights . Uu[mf?:mwﬂumm Rights
* Fted wihin one year. mmission
. * Uister County Workplace Sexal

* Unted sates

Commission * 1-833- ENDSNOW
+ Fied within 300 davs * Utster Helps Website
+ yputw neoe gy for .

22

24

Polley

* On July 29, 20222 conidential hatline for complaints of

1ace sexual harassment was establshed. Governor
Kathy Hochul signed into law $.812B/A.2035B, which
hotine,

« New York employees may now call 1-800-427-2773to
outain free legal counseling for any complaint of sexual
‘hassmentin the workplace.

If you have any questions about
Workplace Harassment, please direct
them to the Personnel Office.

845-340-3550

26

Workplace
Violence
Prevention

27




* STATISTICS

=1 the US, U are rougry 2 mibon wctms of workplace volence every yeer

» Norkplace volence causes Amercan busnesses 1 lose, 00 average $250-300 bibon every
e

4 943% of Aer.can workers have been Duited & Least once 10 e workplace

® 25 esumated that 25% of workplace votence nc.dents Jo unreparted by Businesses

28

Employers need to make sure they are doig
all they can to prevent violent ncidents from
happening = the workplace through

« Educaton

« Postve Work Environment

» Communicatien

» Conflct Resaluton

» Stress Management

31

29

Unreasonable actions of ndwicuals (or a
group) dected at an emplogee of group.
which 5 ntended to ntmidate and erestes &
sk to the health and safety of the
employee(s)

Abuse of misuse of power

Repeated attacks, creating an_on-going
pattern of tehavior

7/26/2022

Loss n time, money and reputation can
damage or even destroy an orgamzaton

Any potentially dargeraus stuation must be

reported mmediately to 2 supervisor,

department head, security officer or the

Personrel Department

+ Reporting can be done anonymously, and alt
incdents wil be investgated

+ Confidentiaity wil oe handied approprately
and wnformation will ze disclosed to others
only on 3 Aged-ta-know bass

Enforcement

e
S

Please Complete and Return
the Employee Risk Factor
Survey to the Personnel
Department.

34

35

36

Active Shooter




If you SEE something, SAY something

if something 4 If something Our collective
doesn't belong, <] appears off, say safety depends
say something. something. on our vigilance.

7/26/2022

RUN') HIDE
43 ]

SURYINING AN A'(VK S$HOSIER LVEN?

Run

+ W an ssexpe UL I8 3 pln A Mg
* Leaie your belonggs bennd

© it others 2scape  possibi

+ Evacuste cegaraicss of ohers

+ Dont move wounded

+ KarnPrevent idndust from ercereg

+ Cat 911 aen you 4 safe

HIDE

Fied someshere that s safe
Lock the doors

e behrd lage tems.
Stence al etectroncs

Be a3 quet a3 possble

41

R e e e g
Sk it 5 o 530 G0
FIGHT | micise oespon sod o sems

+ Comenit 5 our actons

42

Reacting to Law
Enforcement

Stay Cam

Ax down tems you are carryng
A0d Quck movements, partng,
sceeaming o yeling

Pay atention and follow al Botce
ntructons

Cri

Aenticalincidert is any event which overwhelms (e rormal
copirg mecharisms wsed to ceal with routire occurrences.
+ Tns can icluce theats, serous olfce Feutn staatons.
FICePts impivrg Ceath. caplve or roage stuk o, alfce
voised $hooings. AeTpted sucer, escape o oirer tauate

cal Incident Stress Management

Critical incicerts ¢an trigger strang emational feactions that
eterfarewith a person's abity to function. These emotional
actions are considered

A om0l ROCONN 12 N GHAGHTGL 54t

|
a4

Mission of CISM
Team

The Wster County Skerdfs Crtical Incend
Stress Manogement eam (GSM) 5 a team
GRacated 10 ensure tre wesress of ai county
ampioyess, and emergency services workers

The grevertaon and magauon of this dsatieg
Stress 5 accomplshed thiough intanvertons
“nawn 23 Cnsis Maragemert 3riefings (CMS),
Peer Support and Cracal incdent Suess
Detrefs (CIS0)

-
45




Corporate
Compliance

49
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Just a reminder this is a benefit available to
you and your family.

It is confidential and there for you to use if
you need it

This progran is currently run by
Emergency One
845-338-5600

Adtlon Plal  amessmssn,

» Holahgér sipiy an Emergency
Evacuation Plan.

+ The Einergency Adtion Plan
glves direction onbaw 1o
Téspond to's dumber of
emergenicy situationy. {ie: fire,
‘bambs threat, axtive shooter] ;

* There are standard operating

. procedures for a'varfety of
Instances and the proper
personnel, 1o contact for each
stuation. - -

48

+ Rumerous Feeralard New ok Statetaw v b eracted ta
sddressihe e albehavior o aroes who 0 busess wih
Evemmert he tema oo, waie end s e popuary

il
biions of dota

*Sromhe Uliter County Camphance Fan

+ There is a Compliance Committee that
involves various County personnel who assist
the Compliance Officer in duties of the
Compliance Program.

+ Each year a Work Plan is developed that
incorporates direction from the Office of
Medicaid Inspector General {OMIG) and the
Office of inspector General {QIG).

* Aconsultant from the Bonadio Group also
participates as part of the Compliance
Committee. The firm is experts in the field
of Corporate Compliance.

e

51

* By adopting and implementing this
Compliance Plan, the Uister County
Gavernment expects to operate more
cost-effectively and with integrity. *

* In doing 50, Ulster County strives to
ensure that fraud, waste and abuse do
not accurin County Govemment of in
the services for which the County bills
others.*

*From the Ulster County Compliance

Abuse

PR e

F

]

Fraud, Waste and

LTRSS R
b

b
G
e e s s
R T
,ﬁ::.:sr.;:..."*....."“
[ Ponip il Pty

o e a1
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* Uyou have reason o befleve thatthere isa
<omplancelssue/situation,ft s imperstive
that youreport whatyou o e thirk ou
Know t anyof the following:.

* Your sumediate Supesvisor
* Tom Gitey: Compllince Officer
+ The Compliance Hatline

+ A tovestigation wil be conducted by the
Comeliance Commitzee.
* Ulster Conky Shatl protect qul m fepoters i
aczordanca with Fedaral and Seata statutes
L
» Retalltion i1 against the faw.
*From the Uster Courey Comptance lan

3 1-877-569-8777

» Secure
* Confidential

IF YOU SEE
SAY

+ Answered through the consulting firm.

Report
it!

Whistleblower Hotline

The Cornplarz Hotiee s the Shatkbirees Hodioe e the
samerumbec

1-877-569-8777

‘This number cante found on the Ulstes County Website

Where to find Compliance information

The Compliance Phn, Standads of Cordut snd de

Complisnce/Fhistcblowee Hotoe rumbet can be
* GOTOTHE ULSTER COUNTY WEBSITE.

fourd on the Tesseet
AR
Bawagy
* CHOOSE THE BUSINESSTAB

+ CLICK ON CORPORATE COMPLIANCE. ; g

ks

1: Clkkonthe Documents Tab

Information can also be found on the
INTRANET

2 Ulster County Compliance Pun

3: Documents are & the bottomaf the screen

} Compliance Updates

+ thanges to the Compliance Plan
Program and seminders about the
program will be sentvia email
tvoughout the year, Hf you donat have
an email address the updates will be
postedin a common area.

59

60

Annual Compliance
Survey

+ Inthe Fall o eachyear 2 survey s sent
email o print o the employees of Ulster
Gounty. This survey assists the Compllance
Comemlttce nth admiristering the program.

* Piease answer the survey by the date
indlicated each year.

Attestation

+ Signing the Artstatfon formis frcredibly
Important, You are Atesting o recelvinpyour
Mandatory Antwal Trainlng, mote specifically
that we went aver our Complionce Policy and
our Sexvatand DiscriminatoryHarassment
Poltdes.

« tou areclsoAttertingto the foct that your
nde e components of the pallces, your
‘obilgatians to abide by the pofcles ond knaw
where o find the policies i you have questions.

63
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. Protected Health Information needs to be confidential
HIPAA What is Protected Health Information? and secure at the same time

Health Insurance vt me v oy T4
Portability R
and Accountability Act g

Proxislon of healtheare

Provislon of payment far
healtheare

Any dezagraphic Inforuton that
<an 1dentliy the person fname,

HIPAA & Protected Health Information have two Rutes for
Safeguarding ths information

? (h
Federal law that restricts access
to individuals' private health
information:

account numbes, phota, emul
address,ete)

64 65

Ulster County Departments that are Ulster County Departments that are Considered
Considered as Covered Entities are: Business Associates are :

County Altormey.
County Clerk

HITECH
Technology

HITECH ACT WAS INTEGRATEDWITH HIPAA - What

this mean? Health Department
Ofeefaxbuaging
HIPAA Pesor Information Secvices
Shtnﬂ'! Dlﬂm 1..( Health Office

o
ol Service i 4
Al Sevices
Coordinated Ctildren's Secvices Meral Healih
Early Intervertion

Medicald As Business Associates of the County these departments aze
eqloed tosfeguard all putient informaion provided to theen =

Bt o e et sl ' 0 ey oty e

Eovered Entlty of any proper diclosares

nkermarion

| —
68 69

“Cavered Enti

sy healthere angrizaton bt

stores, processes, of transarles heal
information electrocically

“Buslness Assaclates”

ISPCIWN

Under HIPAA,
Confidentiality Patients have the OUR RESPONSIBILITY
Right to: Q The County s usponslb(ﬁ taprotect O Establish rules for protecting patient
P privacy and security of P privacy.
T e P —— Ulster County has Du!gvmed" O Allow patlents access to medical
A il iy FATRANE Clintohnson, County Attarneyas record
[ —— the Privacy Office T Respondto complaints.
R Alan Macaluso, Divectorof O Publisha Notice of Privacy Practices.
Information Services as the Security g Ensure that Business Assodates
aton o fun pratect pati ent privacy,

et pae srrvi asi 2
ey

Q Establish procedures far handling yyain Staff,
THI™ )

e o o 2 et 3 vy

1 Providephysical security.
D Providetechnical security.

70 71 72
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Use and Disclosure

id

15E - Ocars
Rervices paymentor operations)

e aad Disclomre Is permilied If the Covered Exty:
‘Has 3 dgaed Authartzation I
d for patienltrestment
services.

1 Usig and Dlsclosing PEHT you are only allowed ko access
what you need to know ta complete your tark.
P whethes

A “Breach” is

any unauthorized acquisition, Your Responsibilities

access, use, or disclosure of

T, Always salegiard patient Information fonl, wrklen & slectronk)
unsecured or unencrypted PHL e ¢
2 Follow Minl for your fob?

Cammon exzmples: - . ONLY USFACCESS WHAT YOU NEEDTO KNOW

shasramlersarcyperdupop, FDA LS divea COR0M, 5 o i .

DY g semsrabr e ) Stk pae ﬁi\"“,ﬁ(l‘ 2 Lt complind pten

Dacumean ot atried

o py by iovhimbirasdpuny ;
morkiase ot penosd med 4. Repart
Security Officer, or Compliance Officer ! : Resporst
Important: Repart any pot Privicy 5. Be famillar with and sdhere to our HIPAA Polides and o
Offices, Security Offlcer o Compliance Officer. Procetures By

I
74 75

76

Where do you find more info?

1.Call or e-mail the Privacy Officer

2.Visit the Health and Human Services (HHS) Website
and FAQ - http:/ /www.hhs.gov/ocr/ privac:

3.Watch the full HIPAA presentation on the Ulster
County Intranet

http:/ /ulster-net/intranet/ HIPAA-
continuous/story.html

Any questions about
this section of the .
presentation should be Cyber Security
directed to the

Personnel Department.

77 78

79

—————————

Agenda

s ety

hormaton Servces e

Ay Cpenecty?

Becomng Mare € e Ane. Step ek Commect
Camimon Cyber Mhaeats

fense-mn-Dioin

~aliie Resouces ind Sssatarce

Questons

What is cyber security? Ulster County Information Services (UCIS)

Cybersectrty s the pract.ea of protectng Systams, netweorks, 474 Cata 1om wnathonzed
access and from cnminal attacks that are aifed aX malc sty accessng, changng, Gwulgng, or
Gestroyng sensine informaton. estortng avey from users, or rRempBng cormal business
processes

UCS i5 the technotogy duison of the Uister Courty Government and 1 responsiie for
computers, servers, wed stes, softwiare systems, prones, emal and tha network mfrstructure
for all County cepartmerts
S 5 alsa responsble for e County's cyber securty suateg es and Cyber amsreness
Cybersecurty cons.sts of defense strteges that clude saphistcated retwork harcware and edacaon for the County s workfore

. 1otz by beng “Cyter Avare” a0 folowng cyber Bast Fract
software, bt 10U play & crcal 2 by beng Cyter Aware” and fodoiang ¢yer o2t practces ‘oformaton Services is avalabie 0 assist you thIOugh oL CUSTOMEr SUPPOTE POTal at
m vaemalto or by catng

334-5331

L |
80 81
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Why Cybersecurity?

The Hitons st 1uke of Stancrds defres 3 cybed attack 35 D¢
targennq of a0 entescnse s use of CybErSDXE fo the purbcse of
Fnpirg, 5abbng. Sestinying, o male ousy SonUITLing 2 COTBANY
(mwvw(rl/w'vlvﬂt.(ue o1 Jstreyng he tegeyof the ks on
seatng contiaied e

saciary o ot €8 ber Laronsts exgiat winerablLests
e b XGR meres o0 .. ey ¢ e he
Sebveryof eszental areces

Stabare Pranurg, Ransomane, Socil rgineer og, Distaduted Denal
o Serece. and Spocking e 3 erampkes of cyber Nxchs

82

Cyber Incidents

Coloriat Pipeling - Aped 2021 Calonal >peline was te st
f ansamadre attack tat crppled gas datriican on o
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Cyber Incidents...continued
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manage, andreducerito our cyber and
physicainlrasiruciue.

TheCISA Cyersecurity Awarensss
Program Is s natiora) public swareness
efort that ncreases the understanding .
of cyberthreats and empowers the
Amerizan public to be safer and more
securaaniine.

“Stop-. Think -Connect”® and
*BaCybersmart®areCIsA Cyber
Avareness Campatgns.
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Uister Caunty Email - Think Before You Click
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Social Engineering

+ Soclal Enginecriag uses decegtion tomanipulate
iniiduals nto givuiging confidential or personal
information that may be used for fraudulen

» Yechniques used by hatkers to:

ik - Influence - Deceive
* Exploit weaknesses
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13.7%of aurem: are phishing prone.
“Stap..Think. Concect”
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. Lclicking on ads...Asource of Malware
Malware, Viruses, Spyware

* Malware, or malicious software, is a program that Is
intended to disrupt the operation or corrupt the data on
a computer or laptop. Malware includes computer

viruses, worms, trojan horses and spyware.

O 72 PO 0 * These malicious programs can perform a variety of

> functions, including stealing, encrypting or deleting
sensitive data, i
%
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Passwiord Expiratio

* DO NOT CLICK ON WEB LINKS OR DOCUMENTS IN EMANLS 5

FROM UNTRUSTED SOURCES.
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Ransomware
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, + Ransomware encrypts your files and makes them
Yo ks ey st unusable. b
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* Bitcoin paymentsare typically requested to decrypt the
tes.

» Files maynot be recoverad even when Bitcotn
payments are made,
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. Passwords: Continued
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Available Resources and
Assistance

+ Ulster County uses muttiple methods to conduct
cyber awareness trining and system testing.

* ormaton servoe s esporsie by testig e
cyber awareness of the County's
pravide cyber training campaigns.

« tntormation Services Is avarlabie to answer
questions and to provide assistanceregarding cyber
security: gustomers co.ulstetnayus, oc by
@lling 334-5381
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Benefit Book Reminder

Revn v €300 a8 bapot o o 0t Pt Loy HaTh
etrs a e et

Sick Bank

oot omset o et 823 14 b v v
it e s
IR s e et o

e e
s

Sptcct ate- €0 e o st N L o ot s cact st
e S el e oy T b L v
s e s

b et of SIS o o Ut 1
VAT Do s 0rg 1 o it

Cor 0w e ourty v 0o o the e ek 2 At

12




7/26/2022

#7Cal kevio Raochin

Banefie - 1848 i 0 03 yeis.

o you we be iy wrk e
e i1 AN¥ mesicolcanlrion

PRESCRIPTION
REMINDERS

¥ ottt 40 et e s g ke
s o v i (35 e
paloipettadi

et S ve et 1 rogun et revan sk
Sy e o ey s by e T
R Vo W, 2 M e .

109

In Network
IMPORTANCE
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Reducing Out-
of-Pocket
Prescription
Costs
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Deferred Compensation

A progrm cesgnad 1o save money for rerament and/or
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